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ADVANCED
ATTACKS

From...

« Broad threats
* Individual hackers

To...

+ Targeted and organized
crime (i.e., ransomware)

Cybercrime will become a

$2.1 trillion

problem by 2019

INSIDERS

+ Disgruntled
employees

» Outsiders and partners
becoming insiders

2016 insider attacks were

58 percent

42% outsider attacks

Cybersecurity is a universal challenge evolving

NEW INNOVATIONS

+ Technology and linear
driven security strategy

+ Agile security that
moves with the business

By 2020, there will be

20.8 hillion

connected “things”

COMPLIANCE

» Checking the box
+ PCI compliance

Continuous risk analysis
 GDPR

GDPR fines can cost

billions

for large global companies



* Basic logging * Untuned firewalls

* Ignoring privilege * Not identifying critical data
* Flat networks * Underdeployed tools

» Default passwords < No incident response plan




An integrated and intelligent security immune system

Indicators of compromise SECURITY ECOSYSTEM
Malware analysis
Threat sharing

Network forensics and threat management
Firewalls

Sandboxing

Virtual patching

Network visibility and segmentation

Endpoint detection
and response

Endpoint patching
and management
Malware protection

Security analytics
Vulnerability management
Threat and anomaly detection

Transaction protection
Device management
Content security
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{ ORCHESTRATION |
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ADVANCED |\ Fraud protection
Criminal detection

User behavior analytics
Incident response
Threat hunting and investigation

IDENTITY
& ACCESS

Privileged user management

Application
scanning Identity governance and administration
Application Access management

[IBEES

security management
Mainframe security

Data protection
Data access control



Next, change the game with Al

ON PREM | CLOUD | HYBRID THREAT INTELLIGENCE
X-Force Exchange | Malware Analysis
- X-Force IRIS
==

ENDPOINT
BigFix
Managed
Detection

& Response

SECURITY
ORCHESTRATION

MOBILE
MaaS360
Mobile Device
Management

Resilient |2
Security Operations Consulting
X-Force Command Centers
X-Force IRIS

APPS
AppScan
Application
Security on Cloud
X-Force Red
SDLC Consulting

DATA
Guardium | Multi-cloud Encryption | Key Manager
Critical Data Protection Services

SECURITY ECOSYSTEM
App Exchange

Hybrid Cloud Security Services

NETWORK

QRadar Incident Forensics
QRadar Network Insights
Managed Network Security
Secure SD-WAN

ADVANCED FRAUD
Trusteer

Financial Malware
Research

IDENTITY & ACCESS

Identity Governance and Access
Cloud Identity

zSecure

Identity Management Services

Products
Services



Watson for Cyber

STRUCTURED DATA UNSTRUCTURED DATA WEB CRAWLER

5-10 updates / hour! 100K updates / week!

Billions of Millions of
Pata Elements Documents

Massive Corpus LOB elements plus 4M added / hour
of Security Knowledge L.25M docs plus 15K added / day



Our Future
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§ IBM Security

THANK YOU

FOLLOW US ON:
ibm.com/security
securityintelligence.com
xforce.ibmcloud.com

@ibmsecurity

CCEBS

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2017. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products

and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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