




ADVANCED 

ATTACKS
INSIDERS NEW INNOVATIONS COMPLIANCE

From…

• Broad threats
• Individual hackers

• Disgruntled 
employees

• Technology and linear 
driven security strategy

• Checking the box
• PCI compliance

To…

• Targeted and organized 
crime (i.e., ransomware)

• Outsiders and partners
becoming insiders

• Agile security that 
moves with the business

• Continuous risk analysis
• GDPR

Cybercrime will become a 

$2.1 trillion 
problem by 2019

2016 insider attacks were

58 percent
42% outsider attacks

By 2020, there will be 

20.8 billion
connected “things”

GDPR fines can cost  

billions
for large global companies
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Criminal detection

Fraud protection

Data access control

Application 
security management

Application
scanning

Data protection

Malware protection

Endpoint detection
and response

Endpoint patching 
and management

Network forensics and threat management

Virtual patching

Firewalls

Sandboxing

Network visibility and segmentation

Access management

Identity governance and administration

Privileged user management

IDaaS

Mainframe security

Indicators of compromise

Malware analysis

Threat sharing

Device management

Transaction protection

Content security

Vulnerability management

Security analytics

Threat and anomaly detection

Incident response

User behavior analytics

Threat hunting and investigation



QRadar Incident Forensics

QRadar Network Insights

Managed Network Security

Secure SD-WAN

X-Force Exchange | Malware Analysis

X-Force IRIS

Guardium | Multi-cloud Encryption | Key Manager

Critical Data Protection Services

Identity Governance and Access

Cloud Identity

zSecure

Identity Management Services

MaaS360

Mobile Device 
Management

Trusteer

Financial Malware 
Research

AppScan

Application 
Security on Cloud

X-Force Red

SDLC Consulting

QRadar | Watson | Resilient | i2
Security Operations Consulting

X-Force Command Centers
X-Force IRIS

BigFix

Managed
Detection 
& Response

App Exchange

Hybrid Cloud Security Services

Products

Services



Watson for Cyber

Billions of
Data Elements

X-Force Exchange 

Trusted partner feed

Other threat feeds     

Open source

Breach replies

Attack write-ups

Best practices   

Course of action

Research

Websites

Blogs

News

Massive Corpus

of Security Knowledge
10B elements plus 4M added / hour 

1.25M docs plus 15K added / day

Millions of
Documents

STRUCTURED DATA UNSTRUCTURED DATA WEB CRAWLER

5-10 updates / hour! 100K updates / week!



AI vs. AI Safety At Risk Skills Shortage



ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

youtube/user/ibmsecuritysolutions
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